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o F5EIRNERFEXE7 FiEHNo. 1 D— R IEE

YV V. V VYV V

SUERICCHRRCIZEWN (BREIEEIA—LLD)

https://cn.teldevice.co.jp/product/f5-nginx/

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

\

SRR \
74E3E
No.1l

EEN
\FAFYT

RRILOHOY TR



Agenda ( onnect Beyond

® NGINX Plus (CDWT
® |\ XAAVIRIZED#E(E
o ii=llfHl (Rate Limit/Connection Limit)
o O0—RINS>2 32T XYyR

® 7I74INVAFIVT *
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NGINX YU1—->3> (’o-jnecf Beyond

Q. OSSIREIFTEBHNEE A

NGINX.

Open Source Software

NGINX OI>5—-J 351 AR &
® 0SS ZHRARLIzHLAE
o BAEDEVINIVZL, v a iss, 7974 INVAFIY). DNS T4 X0/
® TLEMER. OpenIDYWIWTICLB5RE
NGINXPlus o #eit 5400 X—H—-(CLBERERIR— K
o RBEY—FN—FTEZ1-ILOYR-h

®
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NGINX NGINX
App Protect Ingress Controller

Kubernetes IRiE®D
Ingress b5J4vEIE
Kubernetes®Ingress UY—X&
UTNGINX Plusz{#Fa

PPVl s W
WAF¢DDoSHA1iE
NGINX Plus (& RIBETECT
HF eI gERFTULVWWAF/DDoS

BOLAT> 30—y s App Protect #7 RA>FBET.
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NGINX Product Portfolio (‘onnect Beyond
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HNEBDSKREDFILAZEE, WebY—I\-7IUT—23>—NOEEL LDVY—
AHEZIR, I3V RIA—LARFER2(C- BEVTEMESEB LN TIHEERDET
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Rate Limit ( onnect Beyond

lim it_r'eq_ZO Ne httpd>TFAMATHB AT Rate LimitOFGFZ/\SXA-FTIETE
=10 : limit_req_zone <key> zone=<HEBAEVE > <HBAEITAX> rate=<FIET 3L —h>;

- <key> : L—NHIBRZITIEEZER I D% BIRIE. U547 > NPZaEBIDFRAFELTL—
NEIPRZZE1T79 2155, $binary_remote_addrZ#ziEEd %, cOGE. ThENDI1-—
DIRIPT RLANMSDUITI AN UrateDI\ o XA—ATIeEUEL — MR E 95

« zone : L—MHIBEDAT—ARZIRFTF I BDHEEATIZIEE T D. COHEBXEVZRNT,
NGINXOT—hTOCAR TRAT IR %1793

. rate : L—MHIFRZITOILOHDL — MOERKIEZIEE I Do NGINXT(FBUIIANMIOWTIERE
UIABEDL — N TIBEMTON TV U ELI TOFHEZ1T
limit_req wsswnz@EcHLL - ReEHCT3

=3 : limit_req zone=<HBEXE)E> ;
o <HBAEVEZ> : limit_req_zoneTTFHIERKLIZ. HBEAXAEVZZIETE
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Rate Limit (;jnecf Beyond

- . - - —
Rate Limit 527EH : rate
limit req zone $remote_addr zone=req:1M rate=lr/s;
server {
listen 80;
location / {
limit req zone=req;
proxy pass http://my backend;

$remote addr:192.168.1.1

rate 1r/szi&x3
DT ANzAES

CONFIDENTIAL
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Rate Limit (;jnecf Beyond

Rate Limit i%7EHI : burst

limit req zone $remote addr zone=req:1M rate=lr/s;
server

BEURL— M8 218{E%. burstT

listen 80; EEUVRBIEIF 11—
location / {

limit req zone=req burst=2;
proxy pass http://my backend;

}
$remote addr:192.168.1.1
@ FClCburst CHEEUIERF1— 1> UTARRE T
MIRBRUIIZA MR TSR EVI I A MRS
— .
2" : : : rate 1r/s%iBZ3YIIXAMDA, burstT
EEUEEIEELL — M (1r/s) CirX

CONFIDENTIAL
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Rate Limit (;jnecf Beyond

. “ =y, =
Rate Limit &27E#! : nodelay
limit req zone S$remote addr zone=req:1M rate=lr/s;
server {
listen 80;
location / {
limit req zone=req burst=2 nodelay;
proxy pass http://my backend;

$remote addr:192.168.1.1
burstCTIEE LI ZB A5

DA =

r_—
N+ — -
Y ¥ ¥ burstC+1—(>JUIVIT AL

% BV CBRik
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Rate Limit (;jnecf Beyond

Rate Limit %/l : delay

limit req zone S$remote addr zone=req:1M rate=lr/s;
server {
listen 80;
location / {
limit req zone=req burst=2 delay=1l;
proxy pass http://my backend;

}

$remote addr:192.168.1.1
burstCIEEULERZIBZ 5

DITAMEIES

N+ — -
El v v EEMG burstC+1—A 25 URYITZROA. burstih's

(FBPRE(CERIX delayZi=s| O\, FEFEULREL — M (1r/s) Tirix

ONFIDENTIAL
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Service

Connection

@ ......... .e

A ©
Connection | @

Limit!!
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-

Connection Limit

limit_conn_zone httpa> 52 M THEAEEEE
=1 : limit_conn_zone <key> zone=<HEBGAEVE > <HBAERIH1X>;

« <key> : L—NHIBRZIT18{EZB I D% V517> NPZEBIDFFETIIHES.
binary_remote_addr Z2EZ1EE I D, COIFE. TNENDI_—IRIPYRLANSDUIT
ANZxFUrateD/\SX—=FTIEELIL— MNEIBEZZE9 5

« zone : L—MHIBEDAT—ARZIRFTF I BDHEEATIZIEE T D. COHEBXEVZRNT,
NGINXOT—hTOCAR TRAT IR %1793

limit_conn SRR BB LIRSS 1 HIREEICS
Z)

S : limit_conn zone=<XEXEVE> <[EIFEGE>
o <HBAEVE> : limit_req_zoneTFDIERALUIc. HBAEVRZIETE
« <[@IFHEGE> | IR DR KEIRHESEZIETE I D
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Load Balancing Method (onnect Beyond

Round Robin e FOY—/\—(HIZE(TIED DT3B Default :%7E
ip_hash XAETTIPY RUANREIC THhHNIL, BUY—/N—(J3R
N F3
Hash <key> FBEULINGA=F—D)\Yv HUETIRD 15
Least_conn H—)\—¢DT7H747 713 connection H—F )
Y- N—%ZEIRUFET
least_time AT —ET T4 I RIEGEENR—Z(CIRD  NGINX Plus THIF
DI —I-ZRETS a]
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Active Health Check (’o-jnec’rBeyond

Passive HealthCheck

OK?NG?]MMMMMMMMM";

Active HealthCheck

Service
‘@ ....... N .~
( Status

Check !
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Active Health Check (’o-jnec’rBeyond

upstream backend {
zone backend 64k;
server backendl.example.com;
server backend2.example.com;

by
match hc_ok { - Monitrz ik IhEHIE I DBRDEMAFZIEE
status 200; AT7—=HAZ1—R[200]. LIRS AICTOKIEEDIHBE. [uplEHITE
body ~ "OK";
¥
server {
listen 80;
location / {
proxy_pass http://backend;
health_check interval=10 fails=3 passes=2 uri=/echo match=hc_ok;
} 10#C&(Curi /echo (CXFU. hc_okD&EA4TEZA—ZE
} 3EIKEUEIZAECT Fail JEHITE . 2BI5IHUERICT up JIEHITE
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NGINX OSS

Nsx—axb]
SRR EIRE

NGINX Plus

Service
@ .... N 1 UL >
>

L
...........
L
........

LB&@@E&%@&E}
B CHERS )
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(’o?necf Beyond
-

Y33y IN—-3 A7 AX(route/Learn)

Service
y route=a
-
- -
route _- /
| —_— route=b
|: ) - | }
o route=c
http://xxxxxx/main?id=a Key \
1 $Cookie_id
2 $arg_id
Learn

Set-Cookie app=servicel

Set-Cookie app=service2

http://x000x/main?id=a m Set-Cookie app=service3

cookie app=servicel Appl Servicel
App2 Service2
App3 Service3
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http://xxxxxx/main?id=a

tyv>3y) ( —S AT >Z( Lea rn) (’o-jnecf Beyond

upstream server_sticky_learn {
zone backend 64k;
sticky learn
create=%$upstream_cookie_srv-id - - upstream LZRVAD srv-id Cookie
lookup=$cookie_srv-id ** DSATONIIZARD srv-id Cookie
zone=sticky_learn:1m;

server backendl; - LXK RIC cookie srv-id:aaaaaa H'SFEN2
server backend2; - LA XIC cookie srv-id:bbbbbb H'&FEN3

}

server {
listen 80;
location / {
proxy_pass http://server_sticky _learn;
}

}
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| DNSH-/UIZ,

- \
@’éﬁlf‘ﬁ/é:b( JHNTIR [_Sfale Up! |
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F&H (’o-jnecf Beyond

LAITFCDOWTTHBNMULELURE,

® Rate Limit

® Connection Limit

o O0—RINS> 2T XYy R

® 7ITATINIAFIVT %K
o /\—->RXF>2R )
oH—EXAT(AN/)  *
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NGINXDBERFEELTVET | (@ectbeyond

NGINXH'EZ260hD | JOVEFH !

https://cn.teldevice.co.jp/blog/search/?q=NGINX

NGINX PlusT E+1U7 13458 - EARA{L
NGINX PlusTEREOS A ERRTEZT !

[ mEEMDBL
{ n,g,,m_j NGINX Plus
Y-E2EH—

I = W e o
N GI N X%_: = Eﬁg Es:lﬁ; I e w

F5 NGINX - YouTube
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MIENSA7 IV EEBIMESEDIFEA ((omnect Beyond
NGINX Plus HRENSI7INSAELA EREE

A FhoFER !
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0
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F5 | NGINX

miE. B, SHRLY/I0Y-E2@adoYI ko7

JOA—IVR, EF21UFT<. ERlE IREERXEPTVI—>3 07U U—-YU1—>3> Eﬁ%ﬁﬁ\ ”E\m ﬁﬁrz“‘jf‘t‘\<\ :hn:t%ubrzb\ﬁﬂﬁg
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| R r Pre Pl 5 C Y3 g
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NGINX 0)2’1‘%& (Ti pS) (gnecf Beyond

s EJ 71 I TR 2 ER

location / {
proxy_set_header X-Forwarded-For $remote_addr
proxy_pass http://backend;

}
FERZEH

$remote_addr D347 > NOXRETT)D IP 7RLA

$request_uri UJIAR®D URI &R
http://xxxxxxx/ main @ [/main] OZB5>

$arg_</\IA—4> DITARD )INSA—-7EEH
http://xxxxxxx/main?uid=123 @ [123] OZ53

$http_<AWHEZ > HTTP UOTI X ROAYSDAE

$cookie_<cookietd > UIIAMIEENS <cookied> DfE
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