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LT DAPLICOVWTEERIFATULLID

BIG-IPh'HK— M9 BAPI

iControl REST ’ TMSHIY> REZRFREFOFIEH AT HE
BIG-IPODIZEFIATDEEICHT L

AS3 | PV =33 5EICT G
(Virtual Server&EZICBEESTI5N3Profile®Pool3)

U Ry —REICHG

DO

(il
L

S[allg. iControl RESTEAS3ICOWVWTTIBNMTUET
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i)
L

® i R RLAPI
SATLICHUTEIT IS B ZARBNICIERITDAPIDI L
IREDIEFRE NIRRT Z M HIE T ETD D IFE

e S=HIAPI

SATLANBIETIREDSSTEZEIRIBAPINI L

FIETI(IEL, [=F2ABIRRE | ZTEFR I 2DhV4FE]
BFENZTESEWNDRIERF2EZ O TOTHREIUMER(CRDEES)) &2FFD
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® TMSHIY> RE{HEFHU TPoolD:SEZEVE I 355

$ tmsh list Itm pool pool_content

Itm pool pool_content {
members {
10.10.10.10:http {
address 10.10.10.10
session monitor-enabled
state up

¥
¥

monitor tcp

h

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 7 BRITLI-FOY TR
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® iControl RESTOY> RZz{EHU TPool memberzEiS 9 3155

$ curl -k -u user:password -H "Content-Type: application/json" -X GET
https://192.168.1.245/mgmt/tm/ltm/pool/pool_content/members |jq

<tHHBERHVERVESD, —BIHBELTERHL VT >
{

"kind": "tm:ltm:pool:members:membersstate”,
"name": “10.10.10.10:80",
"partition”: "Common",
"fullPath": "/Common/10.10.10.10:80",
"generation": 1,
"address": “10.10.10.10",
“connectionLimit”: O,

h
iControl REST(ISEPN5TMSHEZ DIR{FZR1TRIEE(CT HAPI

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 8 BRERTL2IO> IR




(’o?necf Beyond
-

AS3
Application Servies 3

Copyright © Tokyo Electron Device LTD. All Rights Reserved.




AS3 7& :“ B-C‘ g-b\ ? ( gnecf Beyond

ARG O ADBEEER SRSz A A7 O ADER
(v21.x-) (v20.0-/v21.x-)

TMSH (CLI)

1.APIJL Y RU— (onnectBeyond

® % A

BIG-IP Central
Manager

® E=MIAPI(AS3)ICLBERTEEZYMN—h
® HESKMBIG-IP TMOSE EEERU TEDAPIIL > FU—(C
o ZIEGTFZE—NISONNTESMICTFEEOIEE

BEEE

® EFhH{L-NetOps/SecOps/DevOps7”SO—F
ZHR—-b

Virtual Server(Application) _~
Pool e
Pool member

Monitor

[CEE9dE=
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S=RIAPLCEIBIEE 1L (4. emsee,
[RAEm(CEIE TR |2 s LT - RCADET. o 300
IR JE T . B ORI A ST B

"class™: "Tenant”,

TIATANBEFNICENZEIRUET. - “application™: {

"class™: “Application®,

® AL, AS3ICHIFBE= DLt - "service™: {

"class”: "Service HTTP",

I

Luu

- "virtualAddresses™: [
"192.0.2.0"
1,
"pool™: "pool”
1,
- "pool™: {
"class™: "Pool”,

- "members”: [

- I
L

"servicePort™:
— "serverAddresses™: [
"192.0.2.17,
"192.0.2.27

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 11 RRIL2O-FO2 TITAR
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BFE (NEESEN) LI

® iControl RESTZ{EFHU CVirtual Serverss EZx{ERRULIDELIEES
® Monitor. Pool. Profilez{ERkUT=_E TVirtual Serverz{EpkU CGEA. EVSFIEHNNE

® PoolZz{ERk I BailCVirtual Serverz{ERkU CPoolziERAULDETBRETT—(CHB,
[ 3F (. Poolz/ERk L ThBVirtual Serverz{ERkL CPoolZziE AL LDE T BERIA(LEEL)

KRITURIVY ROFERD, IREICLHOTIRRRS

® AS3ZzfERUTTVirtual ServersSE={ERLIOELLDELTIZE
® Monitor. Pool. Profile. Virtual ServerDs%Ex2 EEULE=E1/EKUTUIIANT B,
o RRHCBEIEFIRREIEL GREZERLU CVIIANI S TBIG-IPABE EIHCZDIREZ BRI DI
. EOFHENZFANSNBOVEDTHNUIIS—(CRBL. IELINERRINT S,
EITURVIIA bd)ﬁ?ﬁili%\?lﬁl—d)ﬁd)tfaﬁao = BFM%FD
SENEFEDFIE{ENAE,
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® AS3(Z. BIG-IPO:EAHBE ML ZZ1E 9 BAPI,
BIG-IPOt&ERZ I &= 1L TI— MEU(Infrastructure as Code).
CI/CDINMT 351> LDfiEa%RIEEICL. RIERIEEN DEFE DS VB EIEZ IR,

o IBRXKDEEAL : SRTEDFNE ELHAE
o EF % - RABIRVEICBVTRIVFERENMESNS
® IaC : CI/CDINA T 51 R Eah algE
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AS3(CEUESAT A BIG-IPOERBENEZBNEVLESATA
DevOps#i& (CI/CD#& . NetDevOps)

iControl RESTICEBUZS AT L BIG-IPDIERD—BBDHZ EHENME - S EREHET DS AT L
YRz FREAR] CEXPERY(SEND - 1T I DL DRI AT n
WebGUIVCLIZHRAU GERUIZWS AT A
(Code of TruthOBE2(CR T D)

- AS(IBIG-IPD:ERBEE-CI/CDHEDEHDAPI
SEROBE{LERZRDISZIE

+ iControl REST(ITMSHHEZ DN 2 NGB 5R1TAIHEICT HAPI
aP YR HEMEP S ERERE 7 S2HE
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.« SHERERWEBT7 U —3a>YJho17 =
s WW-HENMM K, ERICEZTESHE =
» EHFTLEDNTLD - ~
e A=H—HR=b-EF1UFT1)\yvFiRHE = EETEENS

- RERKEZEI(NAP WAF/DoS) = B
BERI SYRIA—-LDS 2T Ea=RR
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F5 NGINXH 124

® SA>FvJ

Overview
g}:? m NGINX OSS Dev/Ops(CEER:, BiRE - BiE - ZH4EE/2All-In-One Software
NGINX Plus NGINX OSSZENR—X(C, BRBIA—TSAXA—R(CWGLIEVI NI

(LBAYw R - TUERMEE - IWTHIE - APIHIE (CHIR. &+ U« EZ1—I/LOFIAN EIEE

NGINX 0SS, NGINX PlusdFEEIE, X NUDILZAPMEEE, >0« - SIREEE, SENSRD
NGINX Instance Manager  \cinx 0ss 7 NGINX Plusic i3 B APTHIIEE 1R

NGINX App Protect WAF  FSHMRItT 3. w3 >UUF+ HJVRECRBOERIBRERWAF

n
()
0
c
=
=
<

NGINX App Protect DoS RERDY — )L TIHFRIN TE RN LA 7 —7DDoSEBEN S BEMRE R IR

§ NGINX Ingress Controller K8somEREEHIEZIREt. NGINXHEEZIngress Y — X ZiE U CEEA]Ae

% NGINX Gateway Fabric Gateway API v1(C#8LU U7zRed Hat OpenShift@iash & UTekk < 1aK8SERIE THIFATAE
NGINX One Console NGINX-( >R > 2= ERB LUEIR T B/eHDSaaSHERE > Y —)L
NGINXaaS for Azure NGINX PluszAzureh5SaaSERiE & U TR, 0> T« D& DT IZIF T/EANTIAE

@0e O D6
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NGINX One Console

—olY(CEIE - B3R I 31z 8h(DSaaSEY;

U =N =

NGINX One Console (&, 20D NGINX 1A%
hAeBIEY—

LTI

A 17— R4 AR ADFE
HE yhELAR,

NGINX CVE|&

¥

TUXRNIYIAD
INEE
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Home > NGINXOna > Overview
m NGINX Dashboard
NGINX One
. ‘ Availability
83 Overview Across Instances
Dashboard
Security
Events
10
“ Manage
Instances
Config Sync Groups
Certificates @ Onine 4
[}
Data Plane Keys ® Gifing
Unavailable 6
Staged Configurations
¢ Settings
Certificates
Instance Settings By Status

7 Total Certificates
Workspace Info

About
Certificate Status Across Instances

Status

® Expired
Expiing

» vaiig

® NotReady

CPU Utilization

Top 10 Instances by CPU Utilization
Hastname Utiization Trend
sv12-085

svll-plus

web-ser..-20-1-51

nl-debiani2-devBO

Disk Space Utilization

Top 10 Instances by Disk Space Utilization

Hostname Utilization Trend
svll-plus

sv12-08%

wab-serv, 0-20-1-51

nl-debiani2-devB0

Top Network Usage

Top 10 Instances by Network Usage
Hostname In Trend bitis
svll-plus

web-server-10-20-1-51

s¥12-0s5

NGINX Versions

Across Instances

NGINX Pius R32 P2

[ ]

u 1262
B NGINX Plus R30 P2
B NGINX Plus R31

NGINX Plus R32 P1

Configuration
Recommendations
By Type

Support

s Refresh

Operating Systems

Across Instances

5 Total Operating Systems

—

Operating System instances

® Alpine Linux 3.20.5 &

@ Amazon Linux 2023 1
6 (60%) @ Debian GNUMLinux 12 1
1 fo%) Ubunty 22.04 1
1 (10%) Ubunty 24.04 1

CVEs

By Severity

18 Tota cves

15 Total Recommendations

Recommendation Types Across Instances

Tvpe
® Security

® Op

ization

® Best Practice

Last 30 minutes

Last 30 minutes

Average Value
BB.A%
78.4%
17.2%

13%

See Al

Inbit/s
BB36 Kbps
B7 Kbps

1Kbps

CVE Severity Across Instances

Sevarity
tances » High 2
3 » Medium a
o Low o
5 W None o

Memory Utilization Last 30 minutes

Top 10 Instances by Memory Utilization

Hostname Utilization Trend Average Value

syll-plus 228%
5¥12-055 I 6%
web-ser...-20-1-51 I 1%
nl-debiani2-devED 55%
Al
Unsuccessful Response
Last 30 minutes
Codes
@ @ oanm
Top 10 Instances by Unsuccessful Response Code
Hostname Response Cade Requests
See Al
Last 30 minutas
Out Trend bit/s Out bit/s Requests
A\ 20.5 Kbps 187K
T
10.8 Kbps 178K
e 3 Kbps 8
Al

Help @




NGINX

Fart of F§

,:, Select Workspace

NGINX One

55 Overview

Dashboard
Security

Events

4 Manage

Instances

Config Sync Groups
Certificates

Data Plane Keys

Staged Configurations

1 Settings

Home > NGINX One > Manage > Instances

Instance: sv11-plus ~

Details Configuration

/7 Edit Configuration Save As @ View Change Histo AI?

D Show Recommendations

D Jetc/nginx/conf.d/sv11pro.nagal.dev.tedlab.net.conf

server {

b NASEER 443 55 http2;

server_name svllpro.nagal.dev.tedlab.net;

# SSLAFIRZESLE
ssl_certificate /etc/nginx/ssl/svllpro.nagal.dev.tedlab.net.pem;
ssl_certificate_key /etc/nginx/ssl/svllpro.nagal.dev.tedlab.net-key.pem

ssl_protocols TLSv1.2 TLSv1.3;

mml mdmbasme DT L AR T o | RARE o

Modify the NGINX configuration files directly on your instance to apply the desired recommendations:

1recommendation found for /etc/nginx/conf.d/sv11pro.nagal.dev.tedlab.net.conf

©) Best Practice - Warning: default_server parameter is not set for the listen directive on line 2

ConfIJ7AIVESEZAV—MCEZIE - UIAYFT—33> & AI7S

Support

Zg > I\ (:o\gnecf Beyond

RELD

/

> X592 MEEE

04 &JO—R

~Y

(3 NGINX Config Read-only \

Copyright © Tokyo Electron Device LTD. All Rights Reserved.
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{ @O Explain with Al ]

+ Al Assistant

You at 11:50

ABETHBALTILEZWN

o Al Assistant at 09:00

CONGINXDHBR R =W b http2 (X, HTTP/2O RJILES
MILET. TNIEKD, 95472 bEY—)(—ETEETH
EWNRT AN BIKECIRDET. HTTP/23, BBOVIT
AREIDOEMLETEZENITDTENTERLD, ZLDEKIC
HMUTHOA—IVABBLEUET,

U, 935472 hEY—)\—BADHTTP/2ZY/R— kLT
WIAREHHDFET., TS5 —0HBEV I NESRT I\

D547 > FOHTTP/2BR— hEHRU T EEL, NGINXT
HTTP2ZBMICT BIC(E, listenT« LT« TEEALTY
—)\JOvoFEEEFFIO—)Ubhttp>FF R ST :443 (SSLIE
#%) F72(3 ;80 (FESSLIEHE) &3(C http2 ZBMULFET, SSLIE
ARECBUICHEIT IHENHDET (HTTPS) .

O @

HEAZEGEDIR R (UOX
T —SaAKERE)

AR AND[ERF
FJ04 &JO—R

( Ask assistant o
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19

3

RRILOHOY TR




SSLY—N—FEBAED—TEHE - GUITPYIO—R&NGINXAEA  (oiecBoyond

Home > NGINXOne > Manage

i Support — —
NGINX Certificates o ZT_QZ/\
Select Workspace b
(*) Add Certificate % Refresh
NGINX One
. M Certificate Status Management Status ©
55 Overview
Total Valid (31+ days) Expires Soon (<31 days) Expired Not Ready Managed Unmanaged .
Dashbosrd 9 2 7 0 3 6 BRNEARRR
Security
Events
Managed Certificates or CA Bundles 3items Unmanaged ok, Export (3) Q, Search
& Manage
Instances §7 + AddFilter
Config Sync Groups 30HERIZESER
Name t+  Type Subject Name Status Start Date Expiration Date Actions
Certificates
g $5L Certificat .n...lab. Expired L 10:0... ,10:09...
Data Plane Keys deb01-uss| ertificate deb01.n...lab.net @ Expire 2024/12/13, 10:0. 2025/3/13, 10:09
Staged Configurations dev02-ussl SSL Certificate deb02.n...lab.net @ Expired 20241213, 10:0... 2025/3/13, 10:09...
n-server01 SSL Certificate singatur...rai..lab ® Vvalid 2016/1/22,17:29... 2026/1/19, 17:29... @
it Settings o
¥ SEBAZE L7y O—R
Instance Settings T DJ-EH =L id)) Y D
() Workspace Info
About

AR ANDIE
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e :2:F (Authentication) e :20] (Authorization)
o SAFLPTIT—SRENI-—Y— DB TERRT 30U o FfENitl—H—IMEEDYY— X OMEECTIT AT BIERE
=) o CL\Ah e HIkrg 320 %89
o ERMIC(E. ID/PWOIERAE T THEREENE. B o fﬁwﬁf‘ BN 1—H—HEDTL TV ARE IRELT
(Y2 NA

NGINX PlusT#F
JWT(JSON Web Token)z%: BIRETMLIRAEEE |
h=>R=2DFREEH T

by ZA
5577 15 7& S uIEjj— IWTIEFAYA —, RAO—R, BEAD3IDOEBS THERREN ., CNSEEHEDETIDOMI2ELTRS

=231 —Y—DOREHEROIERBREDIBIRE S U —/N\—RITyS 3V EReARFE 91— Y085 2172 .
RIS e : A/~
T (;5(‘1 /] A el Access Token NGINX PlusT#IAH
: BE ARl

u:l..\nIElﬁ*E%/E ........... "Q. _:
RUEERY wr M~ G ocess Tk
Bt | [ JWT Validation | @
IWK(Ison Web Key)& B3R, FIERR 111 (3 165 % 58] GEF /apiSinignx GET fapiSinignx

OIDC  vaild
0IDC (OpenID Connect) (&, OAuth 2.000MJVEREBEEUERETONILTHD, I —-OTAT>T474%
BRN DS TIUHER S BIHOREE R ‘ l
OIDCEHATZ LT, BRZY AR TI—Y-hE—00J( VgiRaERATE3SS0 S IIWPA>VAY) &
FIRIZENTED

Service APIND 7 A Hl4i - < o
.............. o N+ B (BE]) BT — 7 V-3 OETE
23> TIFARSNGINXA
[

ZERL. TF1)T 1%
G|

NGINX PlusT#I 0
A EERHLRIKEE | ’

ID,PWZHESSL. BIRER (NS IEZE TR
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NGINX PlusCTRRISETAME7 -FT7IFv

® NGINX Plus TUERABRERED 3D K—R> MOTHEIT

PHRE

Bz

=A% (HA)

nginx-ha-keepalived (C&2{RABIPTIIA LA —/\ 18Rk . VRRPA—ZATH
) EEEIR,

%ERA (ConfigSync)

nginx—_sync (LB rsyncR—2ADEETE 74 IVEHR. 8 F1v) - reloadtH

EYE

AT—H AR (Zone Sync)

zone_sync (C&PRate Limit{>Sticky Learn/2E DB X EVIBIREEEL —
RfE T EIHA,

=AM (HA)

nginx-ha-keepalived

( High Availability

......... Q| @
P App
Q@

1 |

SEF (configsync) | | 27— 2R (zonesync)

nginx-sync Zone_sync

(Configsync ) | _Seiediie |

...... . e

...... . @ Tror) e P
. © Service

...... ; App
...... CX @ —
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VERYYCEEE APLS— 1A @ NGINX Plus
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SATA DT IV —H—kk

APIS—RIIA LU THERDIELEZRI

Prﬁ‘:

o) B

OO ﬂ&,’@\?w
TR BMTA

@ NGINX Plus

YJ)IX7cB

APIT — k1A

UITARTC

o

FEHEBIA

HHLBEIB

THEREC

ERIEE

BEIO7 U —23> TAPIS — NITA R CE%ELR
T7IVT—23> OB P F(VERR S 20N FE
N—=y 05 CIHERNREE. IWTEREEZ{EL VL
HTTPUJIZX MWA =)\ SXA=HETYIIZ NTZAFELL
UIIZNTTME R RETEELTLS
API. Key & ValueZ h7ZfEL L)
{RIEIRIE F TEMES T
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F5MSaaSEYU1—>aveld (onnect Beyond

F5, Inc.DEHEISI5I9 RS —-ER

®

Distributed
Cloud Services

E&#% F5 XC
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F5MSaaSEYU1—>aveld (onnect Beyond

— HERIDNS NIVFHA -
|
WEB/API t;: fé;’f (F'543U. 9359 K2y b
Hess I S2 R Th>H -4k
WAAP V) (MCN)
NIVFI5Y RER RBfess 142 h DDoS Mitigation Anycast NIVFI3D Rigfn
DEISAS Web7IJUR+v> WAF DDoS Mitigation ACL. FW
UI/CLI/APIZYE BEFAMSFUA Bot X5R DNSSEC. TSIG O—-RNS>Y
TSR ER A+ APID{R:E-5%5R  Hidden Primary Tunnel
MROS—E1— Lik— b IP. Geo#lBR GSLB Forward
Proxy
WAAPE H3HU>HLa—-K L — NElRR La— RS WAAPHE
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F5MSaasBiVYUi1—->3 &l

HERIDNS
(93147,

NIVFYA b

"
eFIl7 1 559 Rz

WEB/API H_P2

WAAP

th>HY J— &

DNS)

Welcome to the F5 Distributed Cloud Console

F5 Distributed Cloud Console delivers a set of networking, security, and app
management services that can be used to solve various use-cases.

Common workspaces

88 Vview Catalog

EZ ) & 3R
® e) L. Ol
Web App & API Protection > Multi-Cloud Network Multi-Cloud App Connect > Distributed Apps >
Create a load balancer and Connect Connect apps across clouds, Deploy apps in our global PoPs
configure WAF, Bot, and API Networking & security across edge and on-premises using (REs) or your cloud/edge sites
security services for your apps clouds, edge and on-premises Load Balancers
o
& % = @) e
o <
DNS Management > Bot Defense Data Intelligence > Client-Side Defense >
Configure and manage primary Deploy bot mitigation for F5 Advance Your Security Monitor and mitigate fraudulent
or secondary DNS service BIG-IP and other 3rd party Intelligence and Fraud app requests at the client
services Defenses devices
gy o o
. 3
Web App Scanning > NGINX One BIG-IP Utilities > Content Delivery Network >

Run automated penetration
tests to catch and fix security
vulnerabilities in your web apps

View, monitor, secure, and
configure your NGINX fleet.

Monitor the health of all of your
BIG-IP systems in a single place

Optimize asset delivery with
content caching

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

27

IR TOHEENFS XCOIYY—ILh 5N 7]

£\

B
G

(o))

RRILOHOY TR



F5 XC WAAP ‘JUJ—:JED (95'7 FWAF) (:anec’r Beyond

Ip t=F:LU“7_'4'
52

AI/ML L7
DDoS Mitigation

L3-L4 DDoS

Mitigation

WAAP

Service Policy

API API

HTTPEMA4NR—AD = -
¢ Discovery Protection

FOeABIEI—IV)

1_

DDoS WAF Bot API KITUwHHS5YR
R B xR R @

&
WEHE Bot ‘ WAAP ‘ > |||

ISAR—-MIFIR

8
g \ | | .
o O

A25—%yh
DDoS. WAF, Botil/ii. APIGREREDITATOL AV —DEF1VUF ri¥EeZiRiR
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