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+ https://gblogs.cisco.com/jp/2025/08/ransomware_incidents_in_japan_during_the_first_half_of_2025/
+ https://rocket-boys.co.jp/security-measures-lab/qilin-ransomware-tactics-and-profile/
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Directory Services
Protector

The industry's most comprehensive
AD and Entra ID threat prevention,
detection, and response platform

Active Directory
Forest Recovery

Cyber-first disaster recovery for AD

Lightning Identity
Runtime Protection

ML-based attack detection with
specialized identity risk focus
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Migrator for Active
Directory

Security-first AD migration and
consolidation

Disaster Recovery
for Entra Tenant

Fast, secure backup and recovery
for Entra ID resources

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

Delegation
Manager
Automated AD delegation to

selected groups to reduce excessive
privileges

COMMUNITY TOOL

Purple Knight

Cybersecurity assessment tool for
AD, Entra ID, and Okta
environments, built by Semperis
threat research team

COMMUNITY TOOL

Forest Druid

First-of-its-kind Tier 0 attack path
discovery tool for AD and Entra ID
environments
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