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‘I Verified domain admin 1
account cleartext password A

User: administrator

9 4 Gathered valuable 5
. information from host v
9 ‘I Opened a remote access 1
! session on the host v

g U Validated domain 1
¥ credentials v
Exploited PrintNightmare 1

8.8

(CVE-2021-34527) on host ~ w

2
88 Installed Hooking Malware o

8 5 Found SSH service 1
! credentials using brute v
8 ‘I Obtained user's cleartext 3
. password v

Cracked user hash using 1

8.0 cPU

Overview

Vulnerabilities Attack Map Hosts Users
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el - /¥ Adversary Level !
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|w 79 ¥ 5.5
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¥ 8.0
¥ 90
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¥ 10

FJ Password can easily be cracked
79 administrator

EXAMPLE2

Actions Log

MITRE

Footprints

4.7

Cracked user hash using CPU

ne administrator
+ EXAMPLEZ

Validated domain credentials

ser administrator
Bemain EXAMPLE2

10

Verified domain admin account
cleartext password

User administrator

18

Report  DetailsGinput  [§

Host can be forced to
authenticate by a rogue server

Semain example2
v
Capturod crodentials over HTTP

administrator
10.41.32.101
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Completed successfully | Jan 24 2023 13:49-Jan 25 2023 03:50

» Run

@

Details ¥

@ 8.0 Gracked user hash using GPU

Parameters

Username: administrator, Context: EXAMPLE2
Hash:
Administrator::EXAMPLE2:b7b831b00b61f69d0000
0000000000000000000000000000:e59¢7d76234ch
2306101d7cbe0a82b6284673%a3ac1f4948:3f94e3d
35fa41152

Results

Cracked password: password
Hash type: NTLMv1

Cracking engine: CPU

Cracking duration: 00:00:20.864

Insight

An attacker might capture user password hashes
during his attack, then try and crack them using
various hash cracking tools. The purpose will be to
gather as many user credentials as possible to
escalate his attack, take-over hosts in the network
and possibly learn the password policy of the
organization.

Details

Time: Jan 24, 2023 14:00

MITRE Technique(s): Brute Force (T1110)
Password Guessing (T1110.001)

Related Actions
Cracked hash using CPU
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Completed successfully | Jan 242023 B3:43-an 25 2023 03:50
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5.8
8.8
6.9
8.8

ation Priority

Host can be forced to authenticate by a rogue server

Password can easily be cracked

SMB message signing is disabled

Discovered closed ports on the host

EtemnalBlue (MS-17-010)

EPP/EDR allowed writing malicious payload to disk

SMB server on endpoint does not validate clients

AV did not block malicious payload

Password can be cracked using low GPU effort

KDC Bamboozling (CVE-2021-42287)
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Count
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76
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EXAMPLE2 COM

administrator

10.11.37.201, 10.11.37.101

10.11.37.202, 10.11.37.101, 10.11.37.200, 10.11.37 201
10.11.37.102, 10.11.37.100

10.11.37.101

10.11.37.200, 10.11.37.201, 10.11.37.101

EXAMPLE2.COM

10.11.37.200, 10.11.37.201, 10.11.37_101

administrator, pentera

EXAMPLE2.COM, 10.11.37.200
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Remediation

It is recommended to disable the LLMNR Protocol in the group policy settings. By going to ‘Computer
Configuration/Policies/Administrative Templates/Network/DNS Client/Turn off Multicast Name Resolution’. The same ¢

Strong passwords are your first line of defense. We recommend setting a stronger password policy and enabling multi-
factor authentication, wherever possible. Minimal requirements for password complexity should be at least 8 character...

Enable SMB signing by group policy. Recommended Microsoft resource: https://support microsoft.com/en-
us/help/887429/overview-of-server-message-block-signing.

If closed ports are reachable through the firewall, they can be abused. It is recommended to block closed ports via
firewalling to prevent malicious software from establishing a C2 channel through a closed port

It is recommended to patch the host for the vulnerability. check the following link for more information:
hitps://technet. microsoft.com/library/security/MS17-010

Consider one of the following remediation activities: 1. Deploy and EDR solution in the endpoint 2. Increase prevention
ievei of the depioyed EDR soiution

Use signing mechanism on windows stations and servers.Use precautions against man-in-the-middle attacks. Consider
implementing monitoring tools to detect spoofing attacks or run script to identify spoofers on the network.

Harden your AV/EDR policies and monitor suspicious behavior in the network.

Strong passwords are your first line of defense. We recommend setting a stronger password policy and enabling multi-
factor authentication, wherever possible. Minimal requirements for password complexity should be at least 8 character...

The following link contains information about the patch and vulnerability: https://support. microsoft.com/en-
us/topic/kb5008380-authentication-updates-cve-2021-42287-9dafac11-e0d0-4cb8-959a-143bd0201041 Setting the

RRILOFOZ FITR
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33 ACHIEVEMENTS

‘] [] Completed ransomware
attack kill chain on the...

Host: 10.11.37 201

Encrypted files on the
host

9.2

Emulated termination of
backup services

8.2

Emulated EDR
termination

1.9

Emulated Windows
Recovery features...

19

78

Emulated Log deletion

Emulated automatic logon
entry in Windows registry

[

Emulated database
services termination

19
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Created configurat
Registry

AV did not block malicious
payload

v

8-8 Host 10.11.37.201 3-8 Host 10.11.37.201

AV did not block malicious Emulated automatic logon entry in

v

payload Windows registry
8-8 Host 10.11.37.201 7.9 Host 10.11.37.201
'
\
S
v
h 4
' AV did not block malicious Emulated termination of backup
payload services

8-8 Host 10.11.37.201 8.2 Host 10.11.37.201

Emulated database services
termination

AV did not block malicious
payload
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nest 10.11.37.201
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Details b4

Emulated termination of backu
® 382 i

.
| Ry o7y T Hg
Parameters
Ransomware Family: LockBit 3.0
Host: 10.11.37.201
Commands: sc query | find /I *Acronis VSS
Provider” && net stop "Acronis VSS Provider” /y,
sc query | find /I "AcronisAgent” && net stop
"AcronisAgent” /y, sc query | find /1 "Enterprise
Client Service" && net stop "Enterprise Client
Service" /y, sc query | find /I "SQLsafe Backup
Service" && net stop "SQLsafe Backup Service"
1y, sc query | find /I "SQLsafe Filter Service" &&
net stop "SQLsafe Filter Service" /y, sc query |
find /1 "Veeam Backup Catalog Data Service" &&
net stop "Veeam Backup Catalog Data Service" fy

Insigr[?t

Adversaries may try to stop live backup services
in order to prevent the victim from being able to
recover data without the encryption key

Details

Time: Oct 28, 2025 09:32
Domain: EXAMPLE2.COM
IPv4: 10.11.37.201

MAC: 00:50:56:A3:2C:9D

0OS: Win10 (D)
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