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SHORZ ML =2a YT A MTF—LE, ERSNAFMELEHEOL X2 U T4 BELZFMI 5700
Pentera Automated Security Validation 7’7 v b 7+ — L% FERA L THRILEE X L -3 VT X M2 E
LExL7ee TRMI [TV IRy IR/ TL—Ry 7 R] OB LTV, REREFICERAINS AT6ER
NHDHMEHME. X2V T4 HHOPR. WEREEZRTE - RiEL £ L7,
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HoEHEMEE DRAEL NILE] BETHREL, [EEABREOEE (f) - A X MRE, RAEBEBRFA L.
UE—FI—FET. 52U T 8#EE)] #FIFL £ LT,

MR RICE DX, FICHIOHAMELEE L [(FBELX YT 488 1], [FELX 1) F48EE 2] [F
BvF¥a )T (5EE3] TY, Pentera DHER T2 EIEELEICH L., FICKHEBEREORIICEEICORL -
7-EEAERRLTHIL LTI,

Z1E |3 Pentera DHERBERIBALICHE LV, [RELZRE/HBIEIEE] 2 ofE LTIV, PERIGTIE
o ). DEIG 2] DG 3] 2@k L. 0%k (¥ 2 ) 7488 2Fz@b L £9, HERENICDOEEER
3. BRIV ATLAERIEFADKERREBT AL, BESNBRIABMICHBESINLI L2
HEFELTLIZEL,

1.2 S REBH

REHMERICHESNIZEEIX. AZIP 7 FLX 14, NEB+xy b7 — 7 %FH 2 . domain.sample.com @
ActiveDirectory KX A >, BLUOARELHRY b T =7 ~DT7 72 RXEELEBEICKREEI NS Sample
Customer FTE D % DD Active Directory K X A > T,

WHINT-EE

FZXF/URL/IP 7 FLZR & RA

10.129.X.X BEERNELRY bT—7
10.129.X.X KXYy hA—5—
10.129.X.X BPEEAS Y T =7
10.129.X.X Web H—/3—
10.129.X.X BEERRNELRY bT—7
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2.1.1 TT7v IRy IR
IR AE

FR MR miyashita_lnsight_test
7R MER REbb—=vavysxbh (F7v IRy I R)
Pentera /N\— 3 &~ v8.1.3
TX B 2026/7/23 17:08 - 2026/7/24 09:17 (L 7R — k& FFZ))
POE 10.11.37.100-102, 10.11.37.200, 10.11.37.202
B3 & 10.11.37.201
RTRAT—RR ARBLTRT
A& 0/10 &FE. 10/10 KA
ATFIRA LRI

Noisy ® Stealth

Normal discovery, common Windows & Linux services enumeration (default)
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Settings @

Allow Exploits

[] Require Approval for Exploits

O

Allow Services Bruteforce
Allow Web App Enumeration and Attacks

[} Require Approval for Each Web App
Require approval for each web application before performing enumeration and attack actions.
Recommended for more granular control.
Allow Web App Brute-Force (always requires approval)
Allow Out of IP Range Spoofing
Allow Out of IP Range Relay Attacks

Allow ‘Worst of Both Worlds' (NTLM relaying and kerberos delegation)

(] Allow DHCP Man In the Middle Attacks (Always requires approval)

Advanced (Please consult Pentera documentation, before making changes to these settings)

(4

Allow Automatic Active Directory Controller(s) Identification And Queries

(4

Allow Automatic Active Directory Account Creation, Relay Attacks

(4

Allow Automatic Credentials Dump Relay Attacks

(4

Allow Automatic ‘Printer Bug' Relay Attacks

2.1.2 JL—Ry X

REBABEONTW -0, BR N A 2 - —-FiHBREZAVWTIL =Ry 7R FUFZEELE
L7

HH RE
FAM& J'L—iRvy 7 A7 X b 5-Rayven
7R MER What-if (/'L —Rv 2 R)
Pentera /N\—¥ 3 > v8.1.3
TX ~BE 2026/7/23 17:08 - 2026/7/24 09:17 (L 7K— b 2 HKZ))
FOE ] 10.20.1.94, 10.20.1.125, 10.20.1.23,
FSSE N/A

TTRT—2R EBICET
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#ER 68/68, 100%
ATILVARL ANV —
Noisy ® Stealth
Normal discavery, common Windows & Linux services enumeration (default)
RE

Settings @

Allow Exploits
[C] Require Approval for Exploits

Allow Services Bruteforce

0]

Allow Web App Enumeration and Attacks

[] Require Approval for Each Web App
Require approval for each web application before performing enumeration and attack actions.
Recommended for mare granular control.

Allow Web App Brute-Force (always requires approval)
Allow Out of IP Range Spoofing
Allow Out of IP Range Relay Attacks

forst of Both Worlds' (NTLM relaying

.

and kerberos delegation)

(] Allow DHCP Man In the Middle Attacks (Always requires approval)

Advanced (Please consult Pentera documentation, before making changes to these settings)
Allow Automatic Active Directory Controller(s) Identification And Queries

Allow Automatic Active Directory Account Creation, Relay Attacks

Allow Automatic Credentials Dump Relay Attacks

Allow Automatic ‘Printer Bug' Relay Attacks

22 7L —Rvy o ZEMNERE
Pentera 7L — Ry 7 AT XM F UFRAICIRBEIN/EMNEE T,

HH AR

B X4 > RREEEER I—H— 1 flatwhite, /¥R 7T — R 1 e R
CAFFEINEOPS.LOCAL
I —+4— ! doubleshot, /SR 77— | 1 wxxxxskn XA 3
CAFFEINEOPS.LOCAL
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CAFFEINEOPS.LOCAL
2 —4— ! blackcoffee, /SR — | 1 wxxkkirx - KA A 20
CAFFEINEOPS.LOCAL

BEE774) 7 7 A JL% © Important-Liberica-Passwords.txt

7 A L4 Important-Robusta-Passwords.txt
77AIVAF—7—F *—"7— K ! Credentials

[Pentera,/ f&53R s & A 1]
2.3 Pentera iffi 7”7 7’0 — F

Pentera (&, FEABEELEE. Y—EX, FXA VER BENGRERSEZRE L. IREEOREZH
ROICEHE L £ L7co MEIN/ME[BIEE 77t IRRKIE. BRARELEBERAFETRIEL. 77 2ZXHMNICE
VEMT X S AIRELIGEIE, REAHERT 7 X, UE—FET, 777V L—TX v b BERFZHR
FTERBLE L, £/-. RENLBBRHLFHERMA—-FETERTL, BELF2 VU T4 H5EHOEN
HHFML £ L7ce L7eh > THARERIE. ERIN/FMEEAN T Pentera AYRE - A CE/ctF a7
4 LDFREREREERL £,

7z—2X Eanil =[] 7YY a vy THERRINEES
L FERIREA S R T L, —E
1.BET 4 XAAN \ \ BER R MEZR, K— b XF v DNS/DC 3, mDNS 7
A BXA v BENLKER o
) S B A=Y= R=IFE RFIAD Y X T LIFHRNE
T

XA VIEHR, 1Y~ &t

2.1D/ 7 71 RIE AD %!|Z_ LDAP/SMB 11— —1&®:F. FREFIEHIREL.
%& ;ﬁ ﬁﬁjﬁ%t&nb EE%XE%%}‘T'T .
R N Responder & &)
E

3. M5,/ B BHELAEVRTLEY—EXRIZ CVERF v, Web fE5sET X M. H—EXREB DM
IREE EATRER AN H D HHEDR R B2 THVERTDRET
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FFAEE 9 7oy YAy TRRE WIED

BT L3R CERICO—-FE
PsExec. WMI. WinRM. PowerShell,”MSBuild E{T. Web &
TEHIZT7 72 ATEBTESD .
- . ZOORTFE
R 5

5- uL.D | $ﬁ77 7’EXHX?%?§L—LBD®DL.DEIE SAM 7 /7 )(:E U Wubu ﬁ%ﬁ*ﬁﬂﬂj\ 774/|/|7q/\°7\'7— P

WHERISTE AR RFR, B2 THWMREEED S ORIIERIVS
T EE LT RPREAIBEHRT \ ~ ~
JE— Y —ERET. SMB RXN—RXET, FiIEHREF
B. Bk X b~k

=H
s

BEHLIRAO—FDO7y 70— K, BEBNS 72F v N
17, BEEESAZvI/RAO0—FEIT, VY LT

7.t%X2UF 4 IvRRAYMRENARERNL

BEHDEDEBILS BHHER

TR
SEMRINBICKEENE Tr7ANST=2FBHEL, VE— b7 TER. UV
M EAFER —Z2ESEY . ZOMOEERES

2.4 7 7 A ILIEHK

Kt varcld, FHMEFIC Pentera NER L7 7 AL EF TV 7 bOFERERLET, A4 TP 7
ICBETHARY MEFAL, RRX b, RAMEZ, A=Y — 77 AIWNRI 7 74L&, SHA-256 /Ny 2

ZBHET,
#%
FR B 77ANVE SHA256 EARE |
)Ed
10.20.1.1 mimikatz_trunk.zi 9e998c589777a04f21e3af959c8cea8eae45b924bdebe836df070 | Smb A
T
10.20.1.243 | curl.exe 04a2a05d63e3639f90995afc0e635dad45e57afc858a88ac10ede7 | Smb A
T
10.20.1.1 curl.exe 04aa05d63e3639f90995afc0e635dad45e57afc858a88ac10ede7 | Smb A
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10.20.1.243 | mimikatz_trunk.zi | 9e998c589777a04f21e3af959c8cea8eaed5b924bdebe836df070 | Smb A
F
10.20.1.243 | curl.exe 04aa05d63e3639f90995afc0e635dad45e57afc858a88ac10ede7 | Smb A
F
10.20.1.243 | mimikatz_trunk.zi | 9e998c589777a04f21e3af959c8cea8eaed5b924bdebe836df070 | Smb A
F
10.20.1.243 | GNFKTGRewj.cspr | b6e60abbe15167b5f3f2fe2cbe9c750dbe237a6f9a888b55c67ea | Smb A
F
10.20.1.243 | SZOIHSwsHK.cspr | 9fa69fdfoddd1a9222f87f222d9d66ee10ee48570c74260c2b972¢ | Smb A
F
10.20.1.1 kwlJAcKAoC.cspro | fc7be11¢9a93652fa450d1f491322285f23f11d2a659a9be5bd413 | Smb A
F
10.20.1.243 | DPXUNLpmlX.cspr | 70a0c5b54d59f695f8366386be7ceb731478d486daaeeb27a079 | Smb A
F
10.20.1.1 FzfNOLnGce.cspr | 84011abd251f67094ebcf2d2fc9d465df99e18a62e75328e67a8cf | Smb A
F
10.20.1.243 | utlzcBlJvzt.csproj 3b7f3000b7ad07b100ec747322e88011¢358799004e69e1132ca | Smb A
F
10.20.1.243 | mKmBVSKQCh.cs | 81f6d9e394c5336c0e3d7094f5e280c46309bda0d288b1769121 Smb A
F
10.20.1.1 iztEJmnubM.cspro | 354f2f0fc91a46df9773fdcad07104c5070d5481f9e10365b6bcald | Smb A
F
10.20.1.243 | TIkVzNsDVqg.exe d22b65453c1f7162a28fd3932dd389a1cf375bdc659dad8a72ffc4 | Smb A
F
10.20.1.243 | zKMbYKlput.csproj | c8b3b100351efd64474f937930355c3dabe56e8652cad29890f31 | Smb A
F
10.20.1.243 | hviGSDaPiN.cspro | d50ba0749380f4dad1ea4752b24a406f723fa0569140ce8095318 | Smb A
F
10.20.1.1 AOUQWhMcuW.c | 8162817449279ecb4007068224f0854173456294efe1489ac2f24 | Smb A
F
10.20.1.243 | RdmuDGfxma.exe | 6b946671a458635a9994a067b17c4563e47f6f591a5138e54651f | Smb A
F
10.20.1.243 | BRXKVUBNdN.cspr | d579c0d61ffc463a439f3ac244b48f0b5ec9585a52b83fb9133429 | Smb A
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10.20.1.243 | ZbrGyCxXHA.cspr | 08caa5b9fd85f1¢c731f3a5ab9ac31fb4c76ae21de8db03fbc88cac | Smb A
I
10.20.1.1 VAIPSDommr.cspr | be2b40f08f57b6c271a4e84afd4921e2f8199676041fe8cd5403b8 | Smb N
)Ed
10.20.1.243 | sCicHInMQf.cspro | 007bc57f097dd4ecc86a774ff7f438e471a6142ca083eac11cbad | Smb A
F
10.20.1.1 JJIBAMwWmak.csp | a2edb7d90ac54c026728a81d161fa657ff885ab5329fe943413e3 | Smb N
)Ed
10.20.1.243 | wCCHeiRFyR.cspr | bd5d4f080637b20894d4b93a14ed02804832967554480¢2380e3 | Smb A

[Pentera,/f&R R/ 7 7 A IV]

(B, KR b, KRR MEZ, 2—F—, /XX, 7744, SHA256]

3 TRMERY=<U—

31 BHEERY Y —: T IV IRy IRTRANF U A

T IRy IRTRANF YA T, Pentera (3 4 BRFEDRLNE ICHT-Y) G5 291 hOIEHEMEEZFEL E L
7o TRTCHIFBERZFALEVWT I P TREINEZDLDTT, UTDIS 7ISELERORERARL X9,
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32 BMHERY Y — 1 JL—Ry AT F A

77y Ry 7 AFHAE TR ERAFIEFHERE 2R TEAWEEIC. JL—hv I AT AN EERL
9, BB RERA LT Pentera ICREDEAT 7 R %252 RPBIADER TIIFHETE4h > 7c
WEKSZBMTEL £,

JL—Ry 7 XTRANFYUF T, Pentera |$ 4 XD RAEICH7-Y) G5 188 st # 1 E L £ L 7=,
TRCHFIFERAFA LT A I TCREINEDLDOTT, UTDT S 7ISEAERNOREEZRLET,
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4.1 FHITHIA R

4.1.1 75w 78y XTF-001 : SMB X vt —SZZDEW

FEE  HEESUIEE

1.0 10.11.37.101 (TGT-WIN10V-3.example2.com)

WEEFELGL SMB Y —N—Z2EFL. RXAEADSD NIIM Frv L2 LT LT 72X
S TEAAJEEELDH Y £,

4.1.2 7799 Ky I ATF-002: KR FHBREY —N—~DRE%EH SN B A[RENY
HEEZITHEE
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DNS Y —/N—ALEIRERICEK T 5 & LLMNR, NetBIOS-NS. mDNS H—E XA AEZRAET T, TN
Si7a—FFv XA b O balofcd, HTLBENRETETET, WEHTPBEEREICL Y EX
HFEOBETIIERATEL, I—H—Z0ONXT— KNy a2 EOMBRIERAIE TE S A8EHA
HYES,

4.1.3 75y IRy ATF-003 : /SRA7 — ARG IR ATRE

HEEBAE

o
©

administrator, pentera

% D/NR T — RBITY —IVIEEEIL -ty FZ(ERT 5725, Aa123456 > P@sswOrd 74 & O — % HY
MANRT— R0, MILTWARWEEEOFERIEEITTLZE0, ENWTHEORY EWL, 7135
FHROERANMEREINE S, Pentera DHRRLFHE~AMBT—FUR 2Ty 70— FLTHBTR MY
28 V=T NIVI T YUY ERAVHREZRMLZHWEENTA - HATE B/ 7 — K %80
BMHTZET,

4.1.4 72w 7Ry 7 ZTF-008 : PrintNightmare (CVE-2021-34527)

HEEBEE

10.11.37.200 (ADSERVER2.EXAMPLE2.COM), 10.11.37.100 (ADSERVER1.example.com)

-

Windows Print Spooler & —EXAFET 7 A IWVIRIEZRBYICETI S L. UE—FO2— FETDHMH
MEAELEFT, BERICHINLI-KEHEIZSYSTEMIER TEEI—FA2FETTE, 707 7LDA VX b —
I, T—EZDOEE - TE - HIfk, BRI —Y—MEREZFOIFRTHT > FOERHAAIREICAR Y £ T,
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5.1 BTRIAT R

5.1.1 ' L—1H vy XTF-001 : AVVEDR HIESEE~VI = /DRfMO—Fz=70y s Lid

-7

wEEXIIEE

10.20.1.243 (EC2AMAZ-ARABICA-DC.CaffeineOps.local) 10.20.1.125 (EC2-
LIBERICA.CaffeineOps.local) 10.20.1.23 (EC2AMAZ-ROBUSTA.CaffeineOps.local)

o
©

= |
[BS&EE~A = 7 (Cryptojacking) XM A— K &I, HEEORARALL AV E2a—T4 7Y —%F|
FALIESEEZRIET ALV T ERIERERY 7 b7 T7%2BLET, TORILT o TIERREL -
AYE2—X—P Web 77 7H—DNy o777 RTEEL., ZDNEBENEZFBLT7AYy 7 F
— Y ORI REATT 2 EMAFTEZTVE T, RAIICANT DL, WEEDT VXL T+ Ly bR
EEEOHMIEENEINET, BEEEYAZVI/R(A— RIAREQNEBEHEBHEZHEET S
72, YATLOBELGERNL, HEEET. BEHIXMEMICOEAEZZENHY £,

512  JL—KRyJRTF-002: FAA 21— HY—HpEHFR b TYE— Fa3— FETERZR
&
FEE  RErSUIRE
7.7 ‘ CAFFEINEOPS.LOCAL

RARADT 72 ZBGH%, BEEIERELIRABREZE TRy V7 -7 ANEEERT 2 AIEMED

HY)FET,

5.1.3 JL—FKy 2 XTF-003: ZD/NRA7— F%={EH

wEERIIEE

‘ guest

ZEDNR]— RAEFERLT/NRR T — FEBITICAIIL X L7,
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Ry 7 X TF-004 :

yL—
UL HRE

10.20.1.23 (EC2AMAZ-ROBUSTA.CaffeineOps.local)

B RRTLOHOY /AR S

FRADDT7 74N %ZEHH LATEE

&R

JL—
HEEE AL
10.20.1.23 (EC2AMAZ-ROBUSTA.CaffeineOps.local)

5.1.5

FRLIE

Ry I RTF-005: R YT+ 7 7 A ICEXGREBRDPFREFES N TV S ATEEE

KEE|

FHWES

T, WEBAHETH-H, *y FT7T—7ROavE1—%—|(C
FRMRILIER = ERT D AIEEEL H
INBZENLZ WD, BEA~ADOEEY R I7A”E

HBHRA7 VT hoBERERCER

HYET, A7V TMEBEWERTETIN, BEBY—EXITEM

JL—Fy I X TF-006 :

VB ATHEME
HEETIIRE
10.20.1.23 (EC2AMAZ-ROBUSTA.CaffeineOps.local)

5.1.6

RLIE

—RZR=RZXRIV YT P77 ANVICELRIERIPREEINT

CAFFEINEOPS.LOCAL

WEELIXY P T—7ROAVE21—R—ICHDZTT7AINPCIENS/NAT — NEIERTLAEENH

DEF, T—ER—XZXAZ YT HICIE. T—EZR—IEEADT7 IR a2H L, SEFIEROINE - 18

VE#TIBEIC T B ERELIBEMAREFEINTWBRIZBELH Y £,

5.1.7 JL—FRYyZRATF-007 : A—Y—FHU Y M [RXRAT7—F2EHRICT S| BEHIR
TE

FUE 2 PEERUEE
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[NZXT— RAEEEIBICT 2| BHEIIEE. Y—EXT7HY Y e LTERTZI—F—THhor MIC
RELEFT, Z2<DEF 2V T 4R —TIE—THBARNDNRT = RKREEERDO D=0, ZDMHBD L
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Vulnerability Severity Distribution

G 25% @ 3ritical (15%) @ 0 High (0%) 0 Medium (0%) @ 1Low (25%)

&4 B0 H ] @o o Qg 0 o
windows windows Windows Linux Mac Network Other
Workstation Server Workstation Devices

R MERE

Takeover Percentage Takeover Distribution
[=] 3 windows Workstations  CHNEEEGEGIG—GGGGE
-
75% -F 0 windows Servers
(]
3/a
0 windows
[&] 0 unix/tinux
=
@ Takeovers All
[=] 0 Mac workstations
a—4

Username Account Type Host  Domain Name Privileged Compromised By Cleartext Password Obtained Obtained Cleartext Password By critical validated
administrator Domain User Account CAFFEINEOPS LOCAL No Post exploitation No Cracking No Yes
krbigt Domain User Account CAFFEINEOPS LOCAL No Post exploitation No Cracking No No
EC2AMAZ-ROBUSTAS Computer Account CAFFEINEOPS LOCAL No Post exploitation No No Yes
EC2-LIBERICAS Computer Account CAFFEINEOPS LOCAL No Post expioitation No No Yes
EC2AMAZ-ARABICAS Computer Account CAFFEINEOPS.LOCAL No Post exploitation No No Yes
LATTES Computer Account CAFFEINEOPS.LOCAL No Post expioitation No No Yes
EC2-EXCELSA-DC$ Computer Account CAFFEINEOPS LOCAL No Post exploitation No No Yes
guest ‘Domain User Account CAFFEINEOPS LOCAL No Post expioitation No Cracking No No
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@ Critical Assets

Critical
& Credentials and Account Takeover

Gained access to 1 accounts: 1 Domain user(s) _

Sniffing

Medium

B Password Strength

Cracked 1 out of 3 passwords: 1 easy

5? Lateral Movement
Performed lateral movement to 3 Windows Workstation(s)

Accessible Data Critical
% Gained access to 174711 File(s), 3 Hosts (with complete access) and Found 3 files with potential
credentials

Critical
= Host Takeover
& Ppentera was able to ‘take over’* 3 out of 4 hosts (75%): 3 Windows Workstation(s)

AV/EDR Bypass
@ Bypassed AV/EDR and opened remote command sessions on 3 host(s) using 3 file-based payload @ Microsoft Defender ATP
exploits and using 3 file-less payload exploits

I= I
«Q
>

AV /XA /XX

6 Antivirus/EDR Bypass Events

Bypassed 2 AVIEDR vendors and opened remote command session on 3 hosts

Bypass Events Distribution Per Vendor @ Filebased exploits (O Fileless exploits

b windows Defender Q) Microso Detoncor ATP e | 3




